
Unlocking the  
Full Value of  
Network Agents 
Why They Are Essential

Network Agents
In today’s hybrid work environment, user experience issues with Microsoft Teams and Microsoft 365 
services are not only disruptive-they’re business-critical. Proactive monitoring is the key to anticipating 
and resolving service quality issues before they impact users.

Network agents are the engine of proactive monitoring and network diagnostics. They simulate real user 
activities through synthetic transactions and conduct network path tracing from critical business sites 
and remote endpoints. This allows IT teams and Managed Service Providers (MSPs) to gain early visibility 
into performance issues and diagnose where problems exist across the full delivery path, including 
Microsoft, the corporate network, home networks, ISPs, and endpoints.

Offering unique and strategic value
Deploying network agents enables:

Proactive identification of performance issues through synthetic testing 

Root cause analysis through precise network path tracing  

Early warning of Microsoft outages 

Network agents perform synthetic transactions, which are tests that simulate the activities 
that users typically do, such as creating Teams channels, uploading files, creating meetings 
or making calls. Network agents continuously simulate these activities to monitor the 
performance and availability of Microsoft resources.

Network agents monitor and report on the flow of data along the network path between the 
target endpoint and the service’s datacenter. It identifies the segment of the network where 
errors occur, enabling teams to quickly pinpoint the cause of problems. Concrete data shows 
clear issue ownership and provides an artifact that aides in resolution action from the network 
team, ISP or others.

AI-based detection and early warning alerts of possible Microsoft outages - up to an hour 
before Microsoft announcement.



Network agents extend Vantage DX’s capabilities to offer unique and strategic advantages:

Early warning of Microsoft outages
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Microsoft 365 Status Alert 7:41 PM

Vantage DX Alert 6:38 PM

Get ahead with  
proactive monitoring  
Identify issues before 
they impact users

Pinpoint the root cause  
in minutes, not hours                                    
Faster, higher confidence 
troubleshooting

Continuous assurance  
of service quality  
& availability   
- including early warning 
of outages

“By continuously running these synthetic transactions,  
IT teams can detect issues before they impact actual users.  
This proactive approach helps identify performance 
bottlenecks, service outages, and other problems early on …  
In total, our model indicates that up to 60% of potential issues 
could potentially be mitigated with proactive monitoring.”

- Kevin Kieller, Co-founder, enableUC; #1 UC All-Star; Top 50 UC Expert

“After deploying Vantage DX, not only were we able to more 
quickly identify the cause of user-reported problems, … but 
we could proactively address the problems impacting these 
individuals and offer them a better, more productive experience.”

- Chris Brown, Head of Service Delivery for Berry Bros. & Rudd

“Vantage DX’s proactive monitoring and management of the  
Microsoft Teams user experience play a crucial role in 
guaranteeing client satisfaction.”

- Jeremy Short, Chief Technology Officer for Yorktel

Network path tracing



Full details: Deployment Requirements - Quick Start

Deployment Locations
Network agents are deployed via a 
lightweight Windows service. They can 
be installed on: 

Dedicated machines at 
business-critical sites

VIP user laptops (for remote 
diagnostics)

LAN- or Wi-Fi-connected 
endpoints to simulate varied 
environments 

Machine Requirements
Minimum requirements vary depending 
on if deployed at a business site or for 
a remote user. Overall recommended 
specifications include:

Windows 10/11 or Server 2016+

2.5GHz Quad-Core, 8GB RAM, 
16GB disk

Always-on power settings

Monitoring Options
Network agents monitor the performance 
and availability of Microsoft applications 
and resources, defined as workloads. 

IT teams configure the 
workloads that they want the 
network agents to test 

Vantage DX Monitoring 
can monitor a wide range 
of Microsoft workloads, 
including cloud-based 
Microsoft 365 applications - 
such as Microsoft Exchange, 
SharePoint, OneDrive, and 
Teams - as well as on-premise 
Exchange deployments

Account Requirements

Office 365 E3 or E5 license

No MFA, no password expiration

2 accounts support up to 5 network 
agents, depending on Microsoft 
workload being monitored

Connectivity Requirements

HTTPS access to Vantage DX  
and Microsoft endpoints

Optional ICMP/TCP/UDP for 
advanced diagnostics

Deployment Requirements

https://documentation.martellotech.com/Solution_web/RequirementQuickRef/Content/VDX_Requirements_QuickRef/Deployment_Requirements.htm


Traceability: Network agents are auditable, and their activities are logged

Access Control: Network agents use least-privilege, task-specific accounts

Security & Integrity of Network Agents Code: The integrity and authenticity of the 
network agents is ensured through a secure software supply chain. 
 
 
 
 
 
 
 
 
 
 
 
 

Data Protection: All traffic is encrypted; performance and diagnostic data is collected. 
Several automatic anomaly detection processes are in place to identify potential security 
incidents and unauthorized access attempts to the error log data collected and stored.

Checklist of Assurances for Security Teams

Yorktel and Martello take security seriously. Vantage DX, including all network agents, is fully 
implemented within the scope of Martello’s SOC 2 Type II certification, ensuring strict adherence 
to security best practices.

All installers and scan components are digitally signed using certificates, and signatures 
are verified by the network agent before execution. Scan components are downloaded 
over HTTPS, and any with invalid signatures are rejected. Hash codes are also available for 
customers who wish to verify them independently. 

The CI/CD pipeline is secured with role-based access, code reviews, and multi-stage 
testing (development, QA, and production).

Artifacts are stored in protected Azure repositories. 

Updates of Network Agent Managers are controlled and must be triggered manually or via 
authenticated commands.

Security Factors



Q: Why do network agents need a real user account and license?

A: Microsoft 365 workloads (like Teams, Exchange, and SharePoint) don’t expose all critical 
performance-affecting behavior via APIs. Many real-world issues-audio jitter, video delay  
- can only be detected through actual user actions.

 
Q: Do network agents require elevated privileges?

A: No. Network agents only simulate user activity. They do not require administrative access.

 
Q: Can network agents access sensitive data?

A: No. Network agents only perform synthetic transactions and do not access or modify  
user data.

 
Q: What happens if a network agent fails or is compromised?

A: Network agent accounts are isolated and restricted. No privileged access is granted.  
All activities are logged.

 
Q: What if we have a conflicting policy around account ownership? 

A: Default IT policies may indicate that licensed accounts must be assigned to individuals. 
Network agents are recognized as a reasonable exception since they are used for automation, 
not access.

 
Q: Do network agents need to be approved by IT?

A: Network agents may not be pre-approved in existing IT service account processes. Just like 
other service accounts or meeting rooms, Vantage DX network agent accounts are legitimate 
accounts needing approval.

 
Q: Why must MFA be disabled and password expiry turned off for the network  
agent accounts?

A: Network agents simulate users logging in and performing tasks - just like a human would. 
MFA breaks the automation because it requires human intervention, which network agents 
cannot perform. Likewise, password expiry can interrupt monitoring. If a password expires,  
the network agent fails silently until manually fixed-defeating the purpose of 24/7  
synthetic monitoring.

Frequently Asked Questions (FAQ)



Summary
Network agents are foundational to delivering 
the full promise of Vantage DX’s performance 
and user experience management. Engage 
your security and IT stakeholders early to 
pave the way for successful deployment and 
full platform value.

About Yorktel
With over 40 years of experience supporting 
Global Fortune 1000 companies and government 
agencies, Yorktel delivers Next-Gen Global 
Integration and holistic Managed Services to 
optimize your technology estate, maximize 
productivity, and reduce costs.

Contact an Expert
Yorktel.com info@yorktel.com
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Without network agent deployment, Vantage DX provides visibility, monitoring and alerting.  
The deployment of network agents significantly influence the ability to detect, diagnose, and  
resolve issues with speed and confidence.

Vantage DX Without Network Agents

24/7 monitoring: Monitor all Teams and Zoom meetings 
automatically and around the clock, along with Teams  
Room and Teams Phone sessions.

Leverages data from Microsoft and Zoom tools (including  
for Microsoft: CQD, Teams Admin Center and Service 
Health, Teams Room Pro Dashboard).

Performance dashboards: Global performance overview, 
user & location analysis, call-by-call troubleshooting.

Prioritized alerts for VIPs, departments, offices and more.

Correlation of all visibility data sources to identify source of 
problem and prioritize issues.

Proactive monitoring with synthetic testing for Teams 
Meetings and Teams Phone, along with a wide range of 
Microsoft workloads, including Microsoft 365 applications  
- such as Microsoft Exchange, SharePoint, OneDrive.

AI-based Early Warning of Microsoft Outages - usually an 
hour ahead of Microsoft announcement.

Visual hop-by-hop network path tracing from user to 
Microsoft or Zoom data center to identify where problems 
are occurring - endpoint, local network, ISP network or 
within service’s data center. Provides diagnostic evidence 
of issue ownership.

Leveraging Vantage  
DX with network agents  

DEPLOYED

Leveraging Vantage DX  
when network agents are  

NOT DEPLOYED

No synthetic testing or  
network path tracing  

results to correlate
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